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EVOLUTION OF THE SPACE MARKET
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A SPACE ENABLED SOCIETY
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A security breach into space, 
a breach into our lives

Space systems have long been 
the target of cyber attacks.

In 2014, hackers breached the National 
Oceanic and Atmospheric Administration 
(NOAA)’s computer network.

Because of the attack, NOAA stopped 
providing satellite images to the US 
National Weather Service and services 
were taken off for two days while the 
systems were cleaned. 

Image: NASA.
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Cyber security for space: A pending matter

“Cyber security related threats are not 
enough taken care of yet, which 
considerably weakens space-based 
solutions.”

Jan Hoogmartens, Permanent Representative of Belgium to the European Union.

Image: ESA.
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RHEA GROUP COMPETENCIES
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SECURITY SERVICES

Governance, physical and cyber security

services

CONCURRENT DESIGN AND ENGINEERING

Advancing your complex engineering

projects

AVIATION

Aircraft ground icing solutions

PROFESSIONAL ENGINEERING SERVICES

Expert support to engineering programs

EARTH OBSERVATION

Solutions to global environmental challenges

GROUND SYSTEMS ENGINEERING

Shaping the next generation of European

satellite ground segment
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MULTI-NATIONAL PRESENCE, OPERATING SINCE 1992
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10
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500+
employees
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TRUSTED PARTNER FOR SPACE ENGINEERING AND 
MANAGEMENT SUPPORT.
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Clients:  

• European Space Agency 

• European GNSS Agency 

• EUMETSAT

• European Southern Observatory and 

• Leading European Space industries

Providing the engineering experts and scientists 
to work on the most demanding and complex 
engineering missions. 

120+ contracts
supported by RHEA Group 

engineers
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THREAT CONTEXT FOR SPACE
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• Space assets are part of global critical 

infrastructure

• Cyber systems support all space related 
systems and applications:

• Space assets deliver an operational capability:
• System design and test

• Mission planning and scheduling

• Flight control and communications

• Data management

• Logistics support: Finance, Human Resources

• Create a global avenue of attack:
• Espionage (loss of confidentiality)

• Tampering (loss of integrity)

• Denial of Service (loss of availability)

• Attack paths are rarely limited to cyber domain
• Issues of organization, policy, physical security, 

personnel, and procedures 
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THREAT INTELLIGENCE
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Threat agents from many vectors
• State Actors; Political Activists; Organized Crime; Terrorists; Hactivists; and Rogue, negligent or incompetent 

employees

Threat motivation
• Disinformation / Reputational damage; Access to Intellectual Property; Temporary, intermittent or permanent 

loss of asset functionality; and general violation of Confidentiality, Integrity and Availability.

Threat capabilities
• Space – Blinding; Spoofing; Jamming; Denial of Service; Kinetic/Non-kinetic destruction; and Ground 

infrastructure hacking

• Cyber – Social engineering, Spoofing; Man-in-the-middle attacks; Denial of Service; Data exfiltration; Data 
leakage; and System command and control

Successful exploitation by these threats has a strategic impact.

Mitigation is less costly than recovery.
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Leading the first cyber-range for ESA 
space systems and operations.

Image: ESA.
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“The practical demonstration cases 
provide added value to the internal 
ESA Security Awareness program.”

Hands-on Cyber Awareness Training course participant. 

ESA Cyber Range Trainings

110 ESA employees and contractor staff have been 
trained at ESEC so far. More trainings will follow.

01-July-2020 RHEA Group © 



ESTABLISHING A CYBERSECURITY CENTRE OF 
EXCELLENCE FOR SPACE
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First cybersecurity ‘Centre of 
Excellence’ for space assets

“The RHEA Group, under the Technology and Product Phase of ESA’s ARTES 
Competitiveness & Growth Program, have now masterminded a Cyber Security 
Centre for Excellence (CSCE) for advanced cybersecurity technologies. Their 
vision? CSCE as the enabler for collaborative cyber information sharing, 
cybersecurity training and education and risk analysis of critical systems.”

- European Space Agency, 07 February 2020

https://artes.esa.int/news/first-cybersecurity-%E2%80%98centre-excellence%E2%80%99-space-assets
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CYBER SECURITY CENTRE OF EXCELLENCE (CSCE)
VISION AND OBJECTIVES
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Vision

Establish CSCE as the enabler for collaborative cyber information sharing and analysis 

for space and critical systems

Objective
Become a platform for resources and information exchange specific to cyber-security 

for space and critical infrastructures

• Study, share, understand and raise awareness about cyber issues

• Train, test, exercise and further develop cyber-security services

• Establish a cyber-security technology test bed to develop, integrate and test 

advanced cyber-security technologies

• Collaborate and coordinate cyber-incident response measures

Engaged to develop three essential enabling technologies

Officially launched in 2017

Based at the European Space Security and Education Centre, Belgium
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RHEA CYBER SECURITY CENTRE OF EXCELLENCE (CSCE)
SERVICES OFFERING
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1. Cybersecurity education and training;

2. Cybersecurity technology research, development, experimentation and test;

3. Collaborative cybersecurity information sharing and analysis;

4. Cybersecurity operations procedure development and experimentation;

5. Cybersecurity related legal, policy and capability requirements research;

6. Secure access to space-based infrastructures;

7. Cybersecurity operations centres; and

8. Secure data centre services.
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“Cyber security should not only be seen as a 
negative obstacle but as an opportunity to 
promote a new generation of products and
services that are made and or delivered with 
security by design as a central component.”

Udo Helmbrecht, Executive Director of the European Union Agency
for Network and Information Security.

Security by design for an enhanced cyber resilience
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CSCE SECURITY AWARE CONCURRENT DESIGN 
PLATFORM (SACDP)
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The SACDP tool interacts with:

• Security requirements management 
tools

• System/software 
requirements/design of the project 
under risk assessment

• Risk assessment methodology 
models

• Threat catalogues

• Vulnerability catalogues

Traceability between risk assessments 
results, security requirements and project 
requirements

A tool to support Security Engineering 
and Risk Assessment

01-July-2020



ESA BOARD FOR SOFTWARE STANDARDIZATION AND CONTROL 
(BSSC) SECURE SOFTWARE ENGINEERING CONSULTANCY (2015)

RHEA Group © 01-July-2020

Evaluation of European Cooperation on Space Standardization (ECSS) standards compared to industry best practice and 
standards for secure software engineering.

Develop secure software engineering practices for ESA
• ESA internal standards and handbook for secure software development

• Iterative risk assessment an essential part
• ESA Internal security technical requirements catalogue

Summary project level security process requirements

Phase 0/A

Security 
requirements 

template

Preliminary TRA

Assurance and 
robustness

SecRR

Phase B

Security 
architecture

Update 
requirements 

template

Update TRA

SecArcR

Phase C

Security design 
and coding

Update TRA

SecDR

Phase D

Security 
verification & 

validation

Update TRA

SecCR

Phase E

Secure 
Implementation 

and Test

Update TRA

SecAR

Phase F

Secure SW 
Maintenance

Update TRA and 
template

SecAR



CSCE CIRP: CYBER COLLABORATION OF 
INCIDENT RESPONSE
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CIRP features:

• Customizable ticket templates

• Customizable ticket workflow

• Customizable dashboard views

• Customizable ticket reporting

• The CIRP platform supports interfaces to 
import threat and vulnerability data: CVE, 
STIX, IODEF and OTX are currently 
supported

• Shared knowledge management (wiki)

• Multitenant server deployment (CIRP as a 
Service) 

• Integration with other ticket management 
systems (TMS)
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A tool to support collaborative 
information sharing across organizational 
boundaries



“Information sharing among private and 
public stakeholder is a powerful mechanism 
to better understand a constantly changing 
environment and learn in a holistic way 
about serious risks, vulnerabilities and 
threats, as well as solutions.”

Good Practice Guide on Information Sharing, 2009.

Importance of information sharing
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CITEF: Next Generation Cyber Range
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A tool to support advanced emulation of 
cyber scenarios applied to critical 
infrastructure assets

CITEF features:

• Critical infrastructure assets 
emulation environment

• Adaptable test harness with 
standardized interfaces

• Advanced scenario generation 
capabilities

• Cyber simulation capability

• Support for secure system and 
software experimentation, 
research, development, simulation, 
test and training



What is a Cyber Range?

A multipurpose virtualization/hybrid environment supporting three 
“security-by-design” needs:

Knowledge development and dissemination (training)

Improved system assurance in development (R&D)

Improved system assurance through evaluation (certification)

A safe environment for cyber attack scenario simulation and test 

Offers the capability to create realistic cyber simulations useful for:

Cyber training and exercise: Equip cyber analysts and operators 
with advanced cyber skills.

Cyber research and development: Prototype development in 
realistic cyber scenarios.

Cyber test and evaluation: Adaptable test framework for 
certification testing.
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A Space Assets Cyber Range: Research and development

Reducing cyber threats 
through emulation.

All space systems are at risk of cyber 
security attacks. Being aware of the 
risks from early stages of system and 
software development is vital for 
building secure infrastructure.

The realistic emulation environment
facilitates experimentation, 
evaluation of early prototypes and 
design verification testing.

ESA Cyber Range simulation environment.

DEVELOPMENT
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“Space missions have distinct type of 
security needs. The Cyber Range allows 
to simulate the different attack 
scenarios and to come up with response 
plans accordingly.”

Stefano Zatti, former Head of ESA Security Office.

A Space Assets Cyber Range: Test and evaluation

Image: ESA.
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Next generation Cyber-range

Cyber Integration, Test & 
Evaluation Framework (CITEF)

• Critical infrastructure assets emulation 
environment

• Framework to create digital twins

• Adaptable test harness with standardized 
interfaces

• Advanced scenario generation capabilities

• Cyber simulation capability

• Support for secure system and software 
experimentation, research, development, 
simulation, test and training

01-July-2020 RHEA Group © 



Next generation Cyber-range

CITEF™

Virtual Access Portal

SCADA /
ICS / IoT

NETWORKS SYSTEMS TOOLS APPS

A comprehensive platform that is designed to 
provide multiple ways to approach the creation 
of scenarios, with its visual front-end and 
template-based environment modelling. 

1. Build a truly realistic emulation of operational assets 
(OT+IT) – not just a simple simulation.

2. Spin up training and test environments in minutes in 
a safe, legal environment.

3. Advanced hybrid scenario generation using both 
digital and physical assets.

4. User-friendly interface for scenario development and 
instantiation, with drag-and-drop functionality.

5. Critical infrastructure assets emulation including 
SCADA, ICS and Internet of Things.
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ACHIEVEMENTS:
SECURITY ENGINEERING 
SUPPORT TO SPACE 
MISSIONS

Contributing security expertise supporting diverse space missions and 
organizations

GSA, ESA, Inmarsat, Eutelsat, GomSpace, etc.

Security risks assessment, requirements analysis, design support

Inmarsat Communications Evolution (ESA/Inmarsat)

secure Multi-mission Ground Station (ESA/ESEC)

Cyber defence for space - Phase 1 (ESA/EDA)

Cyber defence for space - Phase 2 (ESA/EDA)

GovSat Pooling and Sharing System (ESA/ESTEC)

SECOPS Phase 1 (ESA/Eutelsat)

CSOC Preparatory Study (ESA/ESEC)

EM-SAT (ESA/Creaction consortium)

Cyber Test and Evaluation Facility (ESA/RMA Consortium)

TRALEO (ESA/GomSpace)

ESA Risk Management Framework (ESA)

As an outcome of the CSCE:

All three technology enablers 

have achieved TRL8-9 outcomes.

RHEA has progressively

established a recognized 

pedigree of security engineering 

support to space systems, 

applications and missions
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CSCE CHALLENGES AND LESSONS 
LEARNED
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Lessons learned:

• Information sharing is not only valuable during operations.

Knowledge of threats, vulnerabilities and mitigation 

approaches is essential during the entire SDLC.

• Information sharing solutions must give control to the 

information owner about what can be shared, when, and 

with whom.

• The space systems operational context contains several 

unique threat vectors that are challenging to recreate.  

Creates difficulties for both risk assessment and emulate in 

a cyber range environment.

01-July-2020

Challenges:

• As for many industries, there is still a reluctance 

across the sector to spend what is needed on 

security for space.

• Some services have obvious financial streams (e.g., 

Sec engineering design support), others it is not so 

obvious (e.g., vulnerability analysis and information 

sharing).

• Despite the known advantages of information 

sharing, most players resist sharing relevant details 

specific to known incidents of cyber compromise.

• Even with advanced tools, security risk assessment 

is a complex task and requires cyber specialist 

knowledge.



The future of security with 
you and now

Prevention as a means to 
improve the world.

Every day, breaches threaten the security of 
space systems – and therefore, the daily 
functioning of systems in which we rely on.

Once security is threatened, it is too late. 
A comprehensive security-by-design approach is 
needed to systematically evaluate space systems 
during development.

Collaborative sharing among partners, both 
within and between critical infrastructure 
sectors is essential to secure system preparation 

01-July-2020 RHEA Group © 

Image: NASA.



Thank you.
Let’s build a secured future together.

www.rheagroup.com
Image: NASA.

01-July-2020 RHEA Group © 


